IlepBonavanabnast HacTpoiika [10 «bunaiuar CbC»
Heo0xonnmble HHCTPYMEHTBI:

e helm

e helm plugin: secrets
® soOps

* gpgkey

e pg bouncer

Hactpoiika reopesepsa:

e Heobxonumo co3nath aBa TeHaHTa B pasHbix [{O]]
e OOBeAMHUTH CETH B OJIHY (PACTIHYTh).

e HacTpouTh permKanuio Kiacrepa postgres ¢ moMoIIbio patroni Ha 06a cepBepa
(xoHur patroni.yml )

scope: billing
name: postgres-1

namespace: /service/

restapi:

listen: IP:port

connect_address: IP:port
# certfile: /etc/ssl/certs/ssl-cert-snakeoil.pem
# keyfile: /etc/ssl/private/ssl-cert-snakeoil.key
# authentication:
# username: username

# password: password

eted:

hosts: IP: port, ocHOBHOI1 1 pe3epBHOI b/]

bootstrap:
method: initdb
des:
ttl: 30


https://confluence.sberbank.ru/download/attachments/13519166515/patroni.yml?api=v2&modificationDate=1701772284785&version=1

loop_wait: 10
retry timeout: 10
maximum_lag on_failover: 1048576
master start timeout: 300
synchronous mode: false
synchronous mode_strict: false
synchronous node count: 1
# standby_cluster:
# host: 127.0.0.1
#port: 1111
# primary_slot name: patroni
postgresql:
use pg rewind: true
use_slots: true
parameters:
max_connections: 150
superuser_reserved connections: 50
max_locks per transaction: 64
max_prepared_transactions: 0
huge pages: try
shared buffers: 512MB
work mem: 32MB
maintenance work mem: 1600MB
effective cache size: 12GB
checkpoint_timeout: 30min
checkpoint_completion_target: 0.9
min_wal size: 2GB
max_wal size: 4GB
wal buffers: 32MB
default statistics target: 1000
seq _page cost: 1
random_page cost: 1.1
effective_io_concurrency: 200
synchronous commit: on

autovacuum: on



autovacuum_max_workers: 5
autovacuum_vacuum_scale factor: 0.01
autovacuum_analyze scale factor: 0.02
autovacuum_vacuum_cost_limit: 200
autovacuum_vacuum_cost_delay: 20
autovacuum_naptime: 1s

max_files per process: 4096
archive_mode: on

archive timeout: 1800s
archive_command: cd.

wal level: replica

wal keep segments: 130

max_wal senders: 10
max_replication_slots: 10

hot standby: on

wal log hints: on

shared preload_libraries: pg_stat statements,auto explain
pg_stat statements.max: 10000

pg_stat statements.track: all

pg_stat statements.save: off
auto_explain.log min_duration: 10s
auto_explain.log_analyze: true
auto_explain.log_buffers: true
auto_explain.log_timing: false
auto_explain.log_triggers: true
auto_explain.log_verbose: true
auto_explain.log nested statements: true
track io timing: on

log lock waits: on

log temp files: 0

track activities: on

track counts: on

track functions: all

log_checkpoints: on

logging collector: on



log truncate on_rotation: on

log rotation_age: 1d

log rotation_size: 0

log line prefix: '%t [%p-%l] Y%r %q%u@%d '
log_filename: 'postgresql-%a.log'
log_directory: /var/log/postgresql

initdb: # List options to be passed on to initdb
- encoding: UTF8
- locale: en US.UTF-8

- data-checksums

pg_hba: # Add following lines to pg_hba.conf after running 'initdb'
- host replication replicator 127.0.0.1/32 md5
- host all all 0.0.0.0/0 md5

postgresql:
listen: IP:port
connect_address: IP:port
use unix_socket: true
data_dir: /var/lib/postgresql/14/main
bin_dir: /ust/lib/postgresql/14/bin
config_dir: /etc/postgresql/14/main
pgpass: /var/lib/postgresql/.pgpass_patroni
authentication:
replication:
username: replicator
password: replicator_pass
superuser:
username: postgres
password: postgres pass
# rewind: # Has no effect on postgres 10 and lower
#  username: rewind user
#  password: rewind password

parameters:



unix_socket directories: /var/run/postgresql

stats temp_directory: /var/lib/postgresql/pgsql stats tmp

remove data_directory on rewind failure: false

remove data_directory on_diverged timelines: false

callbacks:
on_start:
on_stop:
on_restart:
on_reload:

on_role change:

create_replica_methods:
- basebackup
basebackup:
max-rate: '100M'
checkpoint: 'fast'

watchdog:
mode: off # Allowed values: off, automatic, required
device: /dev/watchdog

safety margin: 5

tags:
nofailover: false
noloadbalance: false
clonefrom: false

nosync: false

IloaroroBka bJI:

e [IpokaTuts init script, KOTOpbI co3AaET: cxemy, 0a3zy NaHHBIX, TOJIH30BATENS U
BBIJAET €My I'PAHTBI

e VY3HaTh XeIl napoJist CO3JaHHOI'O MOJIb30BATCIIA



_______________________________________________________________________________________________________________

e VYkazaTh B HacTpoiikax pg_bouncer (/etc/pg_bouncer/userlist.conf’)
MOJIB30BATCJIA U XCII ITapOJIst

e Cpenath pectapt ciy>x0bl pg_bouncer

IMoaroroska kubernetes:

e Co3pgate aBa (aiina yaml: values.yaml & secrets.yaml

e values.yaml conepxut B cebe HeoOxoumble mapameTpsl 11t helm chart B
OTKPBITOM BUJC

e secrets.yaml XpaHHUT B 3aKpPBITOM BUJI€ UyBCTBUTEJIbHbIC IEPEMEHHBIE ( JIOTUHBI,
NapoJiv, TOKEHBI U T.J. )

e PasBopaunBanue Ha kubernetes ocymectsisercs helm & helm secrets

e MoxHo oboiiTich 6e3 mnarnHa helm secrets, Toraa ¢aiin secrets.yaml Hy&HO
XpaHUTb B OTKPBITOM BUAC

helm secrets upgrade -i --atomic --timeout 3m --history-max 3 monetization
monetization -n billing -f values.yaml -f 'secrets+gpg-
import://${pgp_key}?secrets.yaml

IHoaroroBka nginx:

[Tpomnucats B nginx location /monetization ¢ AMPEKTUBON OOPATHOTO MPOKCH CepBepa

location /monetization {
proxy pass https://IP. KUBERNETES/monetization;
proxy set header Host $host;
proxy set header X-Forwarded-For $remote_addr;
proxy set header X-Forwarded-Proto https;
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